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Background: IR + Text Generation
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What is RAG?

* Integrating Information Retrieval (IR) Techniques in Text Generation

Infor.mation Text Generation RetrlevaI-Augm.ented
Retrieval Text Generation

Open-book exam

Close-book exam

RAG, Privacy, and Misinformation — Marco Viviani —July 22, 2025, University of Turin




=}
o
9]
o
=
]
3
=

N

d

7

X

/4
P .
2= ONVILN I E

I’

v

S UNIVERSITA

(-]
[
[ ]
[

<y~
N
L] .
Dipartimento di k.'.‘ ReGAInS
Informatica, Sistemistica \ ’
e Comunicazione A

Information Retrieval

* Information Retrieval (IR) is the process of retrieving unstructured content (typically
text) from large collections to satisfy a user’s information need

¥ Strumenti di ricerca  text mining - Risultati ricerca in Accesso

e Distinct forms of IR

Cartella corrente == " B Tipologia ¥ € Ricerche recenti x D YouTube verdi requiem X Q ¢ toe Q g
= | "
Tutte le sottocartelle L Dimensioni ¥ 1| Opzioni avanzate ¥ - : $
[ D e S kto S e a rch Questo Data ultima Apri Chiudi Verdi: Messa da Requiem - hr-
pc o= Cercadinuovoin~ modificas | Altre proprieta ~ H Salva ricerca percorso file ricerca

o
@y Sinfonieorchester - MDR Rundfunkcho...

2.2 Min di visualizzazioni + 7 anni fa
Percorso Rifinisci

Opzioni

 Web search .
® Ve rti Ca l, S e a rCh s Accesso rapido - m: Marco Viviani.docx

[ Desktop Ultima modifica: 16/02/2024 15:49

* Video search ]

» Audio search = mmagin

06. Esempi-20241010

Recovered @ DuckDuckGo information r X n |
text-mining-main

v " W > Risultati ricerca in Accesso rapido > v U text mining|

;i PROCEEDINGS-ROMCIR2024.zip
7 Ultima modifica: 03/05/2024 20:04

Tt

2 elementi information ratio
T nt

information retrieval
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Search Engines and Relevance

* Any Search Engine is based on a
mathematical model (IR model) that
provides a formal description: Typically unstructured texts )

« of the document and the query

* of how to compare the query and the document
representations to estimate the relevance of
documents to the query

Archive/Repositoy
of documents

AN

« The relevance of a document is relative to L Qe epresentation

the formulated query (i.e., topical relevance, L R ]\
a.k.a. topicality)

 Nowadays = Multi-dimensional relevance, i.e.,
topicality +" novelty, popularity, factual accuracy,

Documents estimated relevant

Off line On line

RAG, Privacy, and Misinformation — Marco Viviani —July 22, 2025, University of Turin 5



Sparse VS Dense Retrieval

Sparse Retrieval

* Represents queries/docs as sparse vectors
(mostly zeros)

* Bag-of-Words, TF-IDF
Based on term matching (e.g., VSM, BM25)
* Relies on exact keyword overlaps
* Fast and interpretable
* Limited in capturing semantic meaning

Dense Retrieval

* Represents queries/docs as dense vectors
* Neural embeddings (e.g., BERT-based)

* Captures semantic similarity, not just
Keywords

* Requires more compute (Approximate
Nearest Neighbor search)

« Often more effective in open-domain QA
and semantic search

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin



S UNIVERSITA

DEGLI STUDI

\v
X
2= ONVILN 1A

[ ]
[y ]

Dipartimento di &v.:‘a ReGAInS
: L Y4

Informatica, Sistemistica
e Comunicazione

Text Generation

» Text generation, also known as Natural Language Generation (NLG), is the task of
automatically producing coherent and contextually relevant text, to approximate or
replicate human-written language

* Several applications | Ao R
* Machine translation —

 Open-ended text generation
Summarization
Dialogue generation / Chatbots

Data-to-text generation S — Text text text text
° ... text text text ...

RAG, Privacy, and Misinformation — Marco Viviani —July 22, 2025, University of Turin
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NLG and Language Modeling

» Natural Language Generation (NLG) and Language Modeling (LM) are deeply connected

* Alanguage model is a probabilistic model that estimates the likelihood of a given sequence of
words

* |t can be regarded as a probabilistic mechanism for “generating” text, thus also called a

‘generative” model
* The language model learns to predict /books 1
the next word given the previous ones aptops
. p ) P the students opened their /
(We | Wy, wa, ooy We_q) \\ exams

minds

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 8
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Before LLMs

n-gram LMs Neural LMs

e Use neural networks to learn word

* Collect statistics about how frequent |
representations and model longer

different n-grams are (Auto-regressive

LM / Causal Language Modeling) dependencies
e Hard to compute the probability of unseen * Word2Vec / GloVe (Static embeddings)
text * RNNs /LSTMs (Model sequences better than
* Need to store count for all n-grams n-grams)
Increasing n or corpus increases model size! e Still struggles with long-term context,

» Language has long-distance dependencies: sequential computation is slow

which I had just put into the
machine room on the fifth floor "

NIVERSITA
| TORINO
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3
=

N

/4
L
2= ONVILN I E

)

S UNIVERSITA

(-]
()
[ ]

Informatica, Sistemistica
e Comunicazione

Dipartimento di &v.:"j ReGAInS
: L Y4

Large Language Models (LLMs)

* Attention-based architectures (e.g., Transformerby < GPT (Generative Pre-trained Transformer):

Vaswani et al., 2017) .

* Unlike earlier models (like RNNs or LSTMs), attention
allows for parallel computation and long-range .
dependencies in sequences

* Massive scale: Billions of parameters, trained on
diverse and massive corpora

* Knowledge is baked into weights
* Self-supervised learning. No labeled data needed

GPT-1(2018) = 117 million parameters, 985 million words
GPT-2 (2019) = 1.5 billion parameters

GPT-5(2020) = 175 billion parameters. Chat GPT is also
based on this model

GPT-4 (early 2023) -> likely to contain trillions of
parameters

GPT-4 Turbo (late 2023), optimized for efficiency >
unspecified parameter count

https://www.geeksforgeeks.org/large-language-model-1lm/

General-purpose, but not always task- or domain-specific

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin
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Optimizing LLMs

* Fine-tuning = Adapting a pre-trained * In-context learning = Teaching a language
model to a specific task or domain by model to perform a task just by showing
training it further on a new, usually smaller, examples or instructions in the input prompt
dataset » No need to change model weights - just craft

« The model's weights are updated to perform clever inputs (‘prompts”) to guide the model
better on the new task * /ero-/Few-shot learning => Generalize with
» Task-specific fine-tuning: Like text classification, minimal examples
question answering, or summarization * Short-term = The model "learns” the task only
* Domain-specific fine-tuning: Like medical, legal, or during the current interaction

technical text

+ Costly, data-hungry, hard to update knowledge * Not scalable for large systems

A possible solution?

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 11
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Retrieval-Augmented Generation
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The Emergence of the Concept (2020)

Retrieval-Augmented Generation for
Knowledge-Intensive NLP Tasks

Patrick Lewis' ¢, Ethan Perez*,
Aleksandra Piktus', Fabio Petroni', Vladimir Karpukhin’, Naman Goyal', Heinrich Kiittler!
Mike Lewis', Wen-tau Yih', Tim Rocktiischel'*, Sebastian Riedel’?, Douwe Kiela'

fFacebook Al Research; *University College London; *New York University;
plewis@fb.com

https://proceedings.neurips.cc/paper/2020/hash/6b493230205f780e1bc26945df7481e5-Abstract.html

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 13
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RAG: Basic Notions

* The idea behind RAG techniques is to make use of knowledge “outside” the
model to provide a “local” context (in-context) that can supplement the model
with appropriate knowledge without changing its parameters

e These are basically prompting technigues that supplement the user's input with
contextual knowledge retrieved by accessing external sources of information
through a search engine

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 14
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Naive RAG: Pipeline
* During the nascent stages of RAG, its core framework is constituted by indexing,
retrieval, and generation, a paradigm referred to as Naive RAG
4 Basic RAG Workflow h
Indexing ] { Retrieval ] P[ Generation
N J

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 15
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Naive RAG: Indexing and Retrieval

* Indexing: creating an inverted index—mapping each token to the documents/positions
where it appears

* We often tokenize and chunk documents = Each chunk is a set of tokens that can fit within the
model’s context window

 We generate embeddings for those chunks and index those

 Retrieval

* BM25 and other sparse IR models focus on term frequency and presence for document ranking =
they often overlook the semantic information of queries

* Current strategies leverage dense IR models based on pretrained LMs like BERT = they capture the
semantic essence of queries more effectively

NIVERSITA
| TORINO

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 16
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Naive RAG: Generation

* The generation phase is tasked with producing text that is both relevant to the query
and reflective of the information found in the retrieved documents

* The usual method involves concatenating the query with the retrieved information,
which is then fed into an LLM for text generation

* The generated text should accurately convey the information from the retrieved
documents and align with the query’s intent, while also offering the flexibility to
Introduce new insights or perspectives not explicitly contained within the retrieved data

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 17
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Naive RAG: An Example

Naive RAG .
[ Question ) (= = -

[ [

T T T T T Table of ContentsITEM 7. ¥ : :
MAMAGEMENT'S DISCUSSION . I h o

® ; AND ANALYSIS OF FINANCIAL [ Retrieval J 1 Split and Embedding

The same chapter in CONDITION AND RESULTS OF | '
Mvidia annual reports OPERATIONS . . ettty fanld = ! [ Chunk ] Chunk 1
from different years. I Content Score | : :
t | 1 [chunk] [chunk]| |

Wrong time range | I Chunk1 I -------- 0.8301 ! | [ I |
Table of ContentsITEM 7, 1 | Chunk Chunk | !

Missing Apple-related MAMNAGEMENT'S : Chunk [=======" 0.8270 : : ~ ~ :
content. . | cocnn | I . . 1

|n._ ___________ _J L _____________ -

Insufficient Retrieval

_[Generatiun]

anly provide the stock price performance of Nvidia and the S5&P 500, Nasdag 100, and Apple.

Based on the information provided, it's challenging to determine which company is more worth ‘
| investing in without access to more detoiled financial data, ™

b Paar Answer

RAG, Privacy, and Misinformation — Marco Viviani —July 22, 2025, University of Turin 18
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Advanced RAG

» Advanced RAG focuses on optimizing the retrieval phase, aiming to enhance retrieval
efficiency and strengthen the utilization of retrieved chunks

* Research indicates that an excess of redundant and noisy information may interfere with the LLM's
identification of key information

* Typical strategies involve pre-retrieval processing and post-retrieval processing

* The specificity of indexing depends on the task and data type (e.g., sentence-level indexing or
paragraph-level indexing is better for Q-A systems)

* Avoiding data redundance

* Query rewriting is used to make the queries clearer and more specific, thereby increasing the
accuracy of retrieval

* The reranking/filtering of retrieval results is employed to enhance the LLM’s ability to identify and
utilize key information

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 19
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Advanced RAG: Pipeline

/ RAG Paradigm \

Vda -\ s l/r \\\ ~ s
/:— Pre-Retrieval ‘I { Retrieval F—f Post-Retrieval f > Generation

X 4 » 48 i
‘:—* Indexing : \—:> Re-Ranking N Enhancing

|, - Search I, ' , -
‘> Data Modification I Ranking > Filtering ’| > Customization

I \ I p \ > \

NI I S -

¥\) Query Manipulation y
e . /

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 20
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l | D o e e G T T Ty o s e e T T S e S e e e R

(i)
o P Query Ré\;/r—ut—e ________ E: Hierarchical Structure
Va n C e Make the query clearer and more specific
o Financial Performance + Key Financial Metrics,

PDF layout analysis

[ |
[ |
| |
| 1
| Stock Price |
[ 1
[ |
[ 1
| |

Nvidia Annual Report 2023

|

New Query :
Business Paragraph Embedding] |
|

Paragraph Embedding] |

|

|

|

|

|

|

...Compare their key financial metrics, stock price

and other relevant factors to determine

An Example e o

( Retrleval J Retrieve

Risk Factors

------ [ Tabla

Recall
P e
: (Paragraph 1) (Paragraph 2][ Tabled )Tt )it s B oS s 4
! o e E e e e |
: e . Yo X A, 2 R Apple Annual Report 2023 I
e bR - |
e e e S e A e e o i |
Improve ...... |
Using |
(Post Retrleval) Retnevea ((Paragraph ) !
Chunk |
T Rerank . =
[ Tl R N T N ) S L e e At R
| aran Correlation;,  _ _——— "~ e -
: declines in income or asset values, 057 : 1
| changes to fuel and other energy costs, 1 ' ®
| 1
| Sep 2018 Sep 2019 Sep 2020 1 Insufficient Retrieval
| Applelinc. $100 $98 OvQr; | Re— 0.54 !
| S&PS00  $100 $104  $118 : Only compare revenue
e e e e e T e e e e e J y
| |
x 1
( Generation J :
Apple Financial Performance: Investment Opportunity Analysis
September 2019: $98 Nvidia:
September 2020: $204 Pros: Demonstrated strong growth potential in 2021 and 2022, making
it suitable for investors with a higher risk tolerance.
Nvidia Financial Performance: Cons: Experienced significant volatility in 2023, which may be a concern
Comparison of Key Financial Metrics: for some investors.
Revenue Growth:
...... Apple:
Volatility: &N | e -
e Missunderstanding [ ERNbiibatood ]
A 7
¥ /

RAG, Privacy, and Misinformation — Marco Viviani —July 22, 2025, University of Turin 21
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Modular RAG

* The current RAG paradigm = Surpassing the traditional linear retrieval-generation
paradigm

* Modular RAG > Consists of multiple independent yet tightly coordinated modules, each
responsible for handling specific functions or tasks

* Advantages of Modular RAG = It enhances the flexibility and scalability of RAG systems

* Users can flexibly combine different modules and operators according to the requirements of data
sources and task scenarios

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 22
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Modular RAG: Pipeline

Naive RAG

Indexing |
Retrieval |

Generation

I

Advanced RAG

\

Modular RAG

( Indexing ]

Indexing

] [ Pre-Retrieval ]

[ Retrieval

—

Pre-Retrieval

Query
Rewrite

Retrieval

HyDE

Chunk Optimization

Query Transformation

Retriever FT

Rerank

J ‘ (Post-RetrievaI] , [ Generation
i :

Generator FT

| Smaller Chunk

Use

Retrieve ZEP )
Parent Large
Chunk

& HyE

Reverse HyDE

imilarity search

Structural Organization

Surrounding
Context

Guary the docs
can answer

Simitarity search

Small_ —— Big
. Small 2 big

Docs

\_Answer —= Answer

Docs

- Quey — Query

~

J

External
Knowledge

f)Retriever] T LLM ]

LM-Supervised:

Query Expansion

| Multi-type

)

Rerank

External
Knowledge

Compression

|
i
i
i
I
i
i
i
i
i
i
i
i Retriever Source
I
i
i
|
i
i
i
i
i
i
i
|
i

i
i
i
i
i
i
[
i
i
i
i
i
J‘ aom—0
i
i
i
i
i
i
i
i
i
i

|
i
|
i
i
i
i
i
i
i
i
i
I
i
i
i
i
|
i
i
i
i
i
|
i

s R 2\
( Query J Sub-Query ] [Sen(ence][ Chunks ][ Document ] Gamar Xoowioced) Review | Privacy
. e Sub-Guery granularty D — O Detestion
Post-Retrieval (R (" Entity )( Triptet ) (Sub-Graph) I — 0O
Legend ——
. i Y | \Sehieg \— (Long) LLM Lingua —’ Hallucination? Private Data?
e o s R K Fil “—{ Structure hierarchical — g ¢ 5 : outpLit
eran iiter —_— Query Construction Retriever Selection Selection Question,,
() Key Modutein RAG e g ( ) { )
: Text-to-Cypher Embeddi Chunk: (I
D New Module Generation \ Semantic/Structural Relation yP m ng UNks :{l
( eS|
@ Text-to-SQL ) Keyword Chunks
Process Control (
_Knowledge Graph 1 Hybrid Retrieval LM Select chunks i\ =
Routing Knowledge Guide "X
Orchestration
Semantic Analysis
Scheduling
Reasoning Path
L Pipelinel J [ Pipeline2 J —_—r— —r— Q
hm -]
(Hard Prompt) ( Soft Prompt J
Only rely on retrieved ‘Allow LLM's own Retrieve
knowledge
— / )
4
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Modular RAG: Orchestration

 Modular RAG incorporates decision-making at pivotal junctures and dynamically selects
subsequent steps contingent upon the previous outcomes

* Routing * Scheduling
* Inresponse to diverse queries, the RAG * It identifies critical junctures that require
system routes to specific pipelines tailored external data retrieval, assessing the
for different scenario, a feature essential for adequacy of the responses, and deciding on
a versatile RAG architecture designed to the necessity for further investigation
handle a wide array of situations * |tis commonly utilized in scenarios that
involve recursive, iterative, and adaptive
e Fusion retrieval

* Enhancing diversity by exploring multiple
pipelines => Fusing for the best output

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 24
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External Knowledge
Required

A

Modular RAG

: Organic combination of
ngh multiple modules

Advanced RAG |
Index/pre-retrieval/post-retrieval ki
optimization b S \
N \
* a8 N

~
1 <

Naive RAG “ RAG

Add relevant contextual
paragraphs
T

Promt Engineering

s
s

( Adding few shot case COT D/ o
x ,

s

\ 7

z

+ _____________ —

RAG vs ALL

T =5 N—

~
N
\

C Retriever fine-tuning )

/
/
’
7

\

|

|

b Y
/

L ’( Collaborative fine-tuning )

"

All of the ébove

du ( Generator fine-tuning )

et L L L

-

\ -

Low * \( Prompt preliminary attempts )

Model Adaptation

Low

» Required
High
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RAG in Practice
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Challenges

« Users may face various risks in releasing and accessing content (structured, semi-structured,
unstructured) in online environments.

* Content release: Uncontrolled release of « Content access: Access to “incomplete”/fake
personal/sensitive data (privacy) information
 How to protect privacy?  How to avoid misinformation access?

 How to avoid microtargeting?

* Provide users with automated and effective approaches promoting user autonomy with easily
interpretable results without the decision-making process being left only to algorithms

- KURAMi

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 27
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» KURAMi: Knowledge-based, explainable User empowerment in Releasing private
data and Assessing Misinformation in online environments

* PRIN 2022: Research project funded by the Italian EU - Next Generation EU,
Mission 4, Component 2, CUP D53D23008480001 and Italian MUR

Finanziato # .  Ministero : p .
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KURAMI: Some Tasks

e Various tasks are involved
in KURAMi

KURAMI-ENRICHED ONLINE ENVIRONMENT

Release Access
. content A:;;'::;:ss M
* In today’s seminar: @
* Privacy Awareness —Eolenaily e
* RAG-based privacy violation A”“‘S d5 Analysis

2

deteCtIO n [ Bottom-up ] [ Bottom-up ]

Knowledge Knowledge

A
+ Misinformation Awareness

e RAG-based «truthfuly
health IR
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RAG for Privacy Violation Detection

Leveraging RAG for Privacy Violation Detection
and Explainability

Stefano Locer Davide Audnito Girovanm Livraga
Depariment of Compuler Science Law Department Department of Compuler Science
Lniversity of Turin Autonomous University of Barcelona LUniversity of Milan
Turn, Italy Bellaterra, Spain Milan, Italy
OO09-0006-9725-2045 OO00-0002-9239-5 358 OOOO0-0003-2661-8573
Marco Viviam Luigi D Caro
Depariment of Informartics, Systems, and Communication Depariment of Computer Science
Liniversity of Milano-Bicocea Liniversity of Turin
Milan, laly Turin, Italy s o cn o

g [JCNN.

30 JUNE - 5 JULY 2025 | ROME, ITALY
ig InTermaTional Neural Network Sociery

(OO0 2-2274-905(0) COOO-0002-7570-637X
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The Proposed Solution

* ARAG-based framework for privacy violation detection with clear natural
language explanations

* A curated domain-specific Knowledge Base (KB)

* Annotation and Evaluation on the Enron Email Dataset

RAG, Privacy, and Misinformation — Marco Viviani —July 22, 2025, University of Turin 31
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The Proposed Solution: Pipeline

User Query
Business
E-mail
RAG Model Output
Classification Labels
Knowledge Base
v Y @
w IR Model Top k Passages Large Language
= A (BM25/FAISS) Retrieved Model
== | = ce— | Quhirt, U @ o
» el— ¢¢ 77 :E AI E: Explanation
I = JTG
—

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 32



51301.14 .
G QP UNIVERSITA
A5 DI TORINO

1404

The Curated Knowledge Base

* 100 Scientific Privacy-Related Papers * Filtered for Technical Insights

* Sources: PETS, IEEE S&P, ACM CCS, WPES * Articles addressing privacy risks,

e Focused on privacy-sensitive data, sensitive data identiﬁcation, privaCY'
confidentiality, and data protection in the preserving technologies
context of Al/ML * Excluding full GDPR guidelines or

general legal frameworks

 Three KB versions
* Only Abstracts
e Only Introductions
* Introductions + Abstracts

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 33



The Classification Task

» Task: classify emails for privacy violations by identifying potentially sensitive
information

* Privacy-sensitive information includes:

* Personally Identifiable Information (PIl): Information that can directly
Identify an individual (e.g., names, addresses, social security numbers)

* Confidential business data: Confidential data that belongs to a company, such
as internal emails, business strategies, or proprietary data

* Credentials: Sensitive data like usernames, passwords, or access codes

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 34
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Dataset Annotation
* The Enron Email Dataset * 4 human-annotated examples
e https://www.kaggle.com/datasets/wcuki provided to GPT-40 for few-shot
erski/enron-email-dataset learning.
* Cohen’s kappa score: 0.8 (substantial
agreement)

* 120 emails annotated by human
experts and GPT-4o (few-shot
learning approach) * 1,103 emails labeled automatically by

GPT-40

RAG, Privacy, and Misinformation — Marco Viviani —July 22, 2025, University of Turin 35
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Some Results

Setup Method | Precision | Recall | F1-Score
zero-shot - 0.8812 0.6987 0.7283
BM25 0.8763 0.7548 0.7795

Abstracts (A)
FAISS 0.7913 0.5988 0.6940
BM25 0.8675 0.6148 0.7621
Introductions (I)

FAISS 0.8256 0.6115 0.7482
A+ BM25 0.8696 0.7334 0.7612
FAISS 0.8165 0.6438 0.7393

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin
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A Tool for Explainability? (Zero-Shot)

* Email. "...availability of your current Natural Gas Intelligence Newsletter(s). Please
use your username of ‘kward  and your password to access..”

e Label: Violation detected

* Explanation: The text contains sensitive information, specifically the username
'kward’ and a password for accessing subscription-based services provided by
Natural Gas Intelligence. Sharing login credentials publicly or through unsecured
channels can lead to unauthorized access to personal accounts and services, which
IS a violation of privacy and security protocols.

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 37
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A Tool for Explainability? (BM25/FAISS)

« Email:"..Could you please give me a Yes, No, Maybe decision on the following * Email: "Thursday’s (4/6/00) conference call regarding the weekly Japan update

NIVERSITA
| TORINO

candidates interviewed: Bruce Kamich, Philip Roan, Jerzy Jarosz, Bruce James, will now be held at 6:00 p.m. Houston time and 8:00 a.m. Tokyo time due to
Oleg Bondar. Thanks, Toni...” Daylight Savings time change. Please forward your updates to Jope Hirl and
— copy me. The call will be held in Conference room 21C2 for Houston
* Label: Violation detected participants. Thanks, Eddie Robles Domestic: 1-800-991-9019 Intern’l 847-
 Explanation: According to privacy policies and data protection requlations, 613-8039 Code: 5764488
such as the General Data Protection Regulation (GDPR) in the EU or the . Vinlafi
California Consumer Privacy Act (CCPA) in the US, the text contains sensitive Label: Violation detected
information related to the recruitment process at Enron North America Corp. » Explanation: The text provided contains sensitive information that could
It includes the names of several individuals who were candidates for a potentially violate privacy policies. The following points highlight why the
position, as well as internal communications discussing their evaluations. This text is considered sensitive:
information can be considered Personally Identifiable Information (Pll) - Personal Identifiable Information (PIl): The mention of the
because it identifies specific individuals in the context of a job application conference call details, including participants' names, could reveal
process.

personal identifiers.

 Contact Information: The inclusion of phone numbers (domestic and
international) adds an extra layer of privacy sensitivity.

* (Conference Call Details: Information about the conference call,
including access codes and other logistical data, can be considered
sensitive.

* Time and Location Information: The timing and location of the

meeting are also private data that could lead to security risks or
RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin breaches. 38
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topical relevance and factual accuracy
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The Proposed Solution

* Integrating generative LLMs with a reputed, external knowledge, such as the
curated scientific repository of PubMed Central (PMC), a strategy designed to
Increase both the topical relevance and factual accuracy of the retrieved

documents

* The proposed solution is characterized by three key stages:
« User query-based passage retrieval from PMC

* Genlext generation through LLMs
* (alculating topicality and factual accuracy, and final document ranking

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 40
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The Proposed Solution: Pipeline

Step 1: User Query-Based Passage Retrieval from PMC

( Query: Can remdesivir cure covid 19? ]

p
' The statistical analysis of the available data confirmed the efficacy of
: remdesivir in the early stages of Covid-19 ... (Ref: ...)

Retrieval of ' . .
scientific articles Extraction and selection = = :
! of k passages JRemdeswlr RDV is the first nucleoside analog drug approved by the l

Y = FDA for COVID-19 therapy ... (Ref: ...)

PMC {Only remdesivir was approved by the FDA for the treatment of this J

infection in hospitalized adults ... (Ref: ...)

Step 2: GenText Generation through LLMs

PROMPT

Query: Can remdesivir cure covid 19?
Context: k passages together

Don't use extra knowledge

Write paragraph for the query based on the context mentioned above ONLY in 64 words,
with references for each sentences with (Reference: ...).

GenText

Based on the context provided, remdesivir
has been confirmed effective in the early
stages of COVID-19 (Ref: ...) ...

LLM

Step 3: Calculating Topicality and Factual Accuracy, and Final Document Ranking

Query: Can remdesivir cure covid 197

T

! Retrieved Documents
(Topicality)

Final
Ranking

Topicality Score - -------- '

—
Indexed ! -—> —
Documents : X . —
: Document comparison with GenText

© (Stance detection / Cosine similarity)

Score

RAG, Privacy, and Misinformation — Marco Viviani —July 22, 2025, University of Turin
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Genlext generation through LLMs

LLM prompt

Query: can 5g antennas cause covid 19

Context: People around me told me not to get vaccinated against COVID-19 and reason 12 5G antennas
are linked to the COVID-19 pandemic. At the same time there was no statistically significant difference
in the average values of their answers regarding these reasons (Reference: 10316077). Interference can
have a significant impact on 5G networks particularly in the context of Internet of Things IoT devices.
(Reference: 10144169) These measures ensure that user privacy is protected and 5G networks can be
trusted to handle massive data securely. The main causes and consequences of these challenges are
summarized in Table 10 (Reference: 10255561). The need to deal with the explosion of multimedia
services has been considered in the 6G network which will provide greater QoS while also guaranteeing
QoE (Reference: 10347022). The importance of this was well proven in pandemic conditions of Covid-19
2729 So that in most organizations employees used different communication networks to do their work
and after that the scope of communication networks in organizations has always grown. (Reference:
10399785) Newly emerging variants of SARS-CoV-2 continue to pose a significant threat to global public
health by causing COVID-19 epidemics (Reference: 10288941). 4 GHz transmit signal filters and amplifies
the received signal and downconverts it to IF and then digitizes the signal according to the programmed
parameter settings on the laptop (Reference: 9953371). These tags incorporate antennas that can collect
power efficiency regarding radio frequency queries from the RFID transceiver. Software is a good platform
and crosses successful evolution for the sensor in Nanotechnology and bio-industries. In the medical field
the Healthcare system is usually used to monitor the condition of patients (Reference: 10258751). The
controller of the level crossing must be equipped with antennas able to receive signals from the sensors in
the train in a safe distance in the paper we suggested possible technologies of communication. The real-
world application can be a mixed solution (Reference: 10384084). The presence of various manufacturers
and the diverse applications of sensors in disaster scenarios contribute to the heterogeneity of these
sensors hence hindering the integration and sharing of information 107108. Some disasters may cause
sequent disasters. For example, seismic activity or inundations can cause floods (Reference: 10490738).

Write a paragraph answering the query based on the context provided above constituted by ONLY 64
words, with references for each sentence with (Reference:...).

Do not use extra knowledge.

Based on the context provided, there is a
misconception linking 5G antennas to the
COVID-19 pandemic (Reference: 10316077).
However, this connection has no statistically
significant evidence to support it (Reference:
10316077). Instead, it’s important to note
that 5G networks play a crucial role in
ensuring secure data handling and
enhancing user privacy (Reference:
10255561). Moreover, SARS-CoV-2 variants
remain the main cause of COVID-19
outbreaks (Reference: 10288941).

RAG, Privacy, and Misinformation — Marco Viviani —July 22, 2025, University of Turin
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Topicality, Factual Accuracy, and Final Ranking

* The topicality score T is computed for each  « The factual accuracy score F' integrates two
document d in the document collection, and distinct metrics to assess the adherence of
it is derived using the BM25 retrieval model documents to be retrieved to scientific
against the considered query g evidence within Genlext G

T(d,q) = BM25(d, q) F(d,G)
= a - stance(d,G) + (1 — a) - cos(d, G)

* The final document ranking is obtained by performing a linear combination of topicality and
factual accuracy scores in order to obtain the Retrieval Status Value (RSV)

RSV(d,q,G) =B -T(d,q) +(1—-p)-F(d, g9)

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 43
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Some Results

CLEF eHealth 2020 dataset TRECHM 2020 dataset
Model CAMpap CAMypce Embeddings Model CAMpap CAMypce Embeddings
Top-5Documents Top-5Documents
BM25 0.0431 0.1045 - BM25 0.0631 0.1435 -
DigiLab 0.0433 0.1109 - DigiLab 0.0712 0.1543 -
CiTIUS 0.0455 0.1119 - CiTIUS 0.0754 0.1554 -
WISE 0.0611 0.1198 BioBERT WISE 0.0844 0.1608 BioBERT
WISEny, 0.0883 0.1823 BioBERT WISEny, 0.0923 0.1922 BioBERT
GPTRrac 0.1045 0.2098 BioBERT GPTRrac 0.1178 0.2234 BioBERT
Llamagag 0.1079 0.2146 BioBERT Llamagag 0.1222 0.2298 BioBERT
Falcongag 0.0994 0.201 BioBERT Falcongac 0.1123 0.2165 BioBERT
Top-10 Documents Top-10 Documents
BM25 0.0784 0.1923 - BM25 0.1047 0.2052 -
DigiLab 0.0823 0.1992 - DigiLab 0.1186 0.2011 -
CiTIUS 0.0843 0.1999 - CiTIUS 0.1194 0.2095 -
WISE 0.1102 0.21 BioBERT WISE 0.1233 0.22 BioBERT
WISEny, 0.1302 0.2321 BioBERT WISE 0.1341 0.2455 BioBERT
GPTRrac 0.1502 0.2655 BioBERT GPTRrac 0.1547 0.2712 BioBERT
Llamagac 0.1532 0.2702 BioBERT Llamagag 0.1602 0.2723 BioBERT
Falcongag 0.1495 0.2568 BioBERT Falcongac 0.1501 0.2665 BioBERT

RAG, Privacy, and Misinformation — Marco Viviani — July 22, 2025, University of Turin 44
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A Tool for Explainability?

Can 5G antennas cause COVID-19?

Search Results for "Can 5G antennas cause COVID-19" Search Results
The conspiracy of Covid-19 and 5G: Spatial analysis

Conspiracy theories in general carry potentially serious public health risks, especially as anti-vaccination beliefs are already found to be ....

LLM Generated Text

Based on the context provided, there is a misconception linking 5G antennas to the COVID-19 pandemic (Reference: 10316077). However, this . . . .
connection has no statistically significant evidence to support it (Reference: 10316077). Instead, it's important to note that 5G networks play a EV|dence fOI’ a conneCtlon between coronavirus dlsease a nd 5G
crucial role in ensuring secure data handling and enhancing user privacy (Reference: 10255561). Moreover, SARS-CoV-2 variants remain the main
cause of COVID-19 outbreaks (Reference: 10288941).

: 5G Doesn't Cause COVID-19, But the Rumor It Does
Reference List

People's fear of 5G technology is rational. Such technology does emit radiation, even if it's at low levels. But 5G isn't all that different ...

We explore the scientific evidence suggesting a possible relationship between COVID-19 and radiofrequency radiation related to wireless...

+ 10316077 - Softi¢, Adaleta, Elma Omeragi¢, Martin KondZa, Nahida Srabovi¢, Aida Smajlovi¢, Esmeralda Dautovi¢, Natada Bubi¢ Paji¢ et al. How the 5G coronavirus conspiracy theory went from fringe to mainstream
"Knowledge and Attitudes regarding Covid-19 Vaccination among Medical and Non-medical Students in Bosnia and Herzegovina." Acta ; i i ) ) i .
Medica Academica 52, no. 1 (2023): 1. Despite what the internet might be telling you, cellphones did not cause the Covid-19 pandemic.

* 10255561 - Ullah, Yasir, Mardeni Bin Roslee, Sufian Mousa Mitani, Sajjad Ahmad Khan, and Mohamad Huzaimy Jusoh. "A survey on handover . .
and mobility management in 5G HetNets: current state, challenges, and future directions." Sensors 23, no. 11 (2023): 5081. IS there a connection between coronavirus and 567

« 10288941 - Soto, Ismael, Raul Zamorano-lllanes, Raimundo Becerra, Pablo Palacios Jativa, Cesar A. Azurdia-Meza, Wilson Alavia, Verénica
Garcia, Muhammad ljaz, and David Zabala-Blanco. "A new COVID-19 detection method based on CSK/QAM visible light communication and
machine learning." Sensors 23, no. 3 (2023): 1533.

“6G mobile networks DO NOT spread COVID-18: viruses cannot travel on radio waves/mobile networks. COVID-19 is spreading in many countries that do

RAG, Privacy, and Misinformation — Marco Viviani —July 22, 2025, University of Turin 45
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Outcomes and Discussion

Thank you for your attention | Grazie
per lattenzione
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